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IN THE CLAIMS j 

This listing of claims will replace all prior versions and listings of claims in the application. 

Listing of Claims ; 

1 . (Currently Amended) A remote access system comprising; 
a server[[,]] ; 

a client apparatus for accessing said s e rv e r, 
a network for connecting said server and s aid client apparatus, and 
a storag e m e dium being connected to said client apparatus and s toring a remot e 
manipulation application for remot e ly manipulating said serv e r, an encryption appli c ation for 
encrypting communications on said network, a job application, and an authentication information 
for remote manipulation to said s e rver stor e d in th e anti tamp e ring storag e area, 
wh e r e in 

said s torage medium stores a middleware for operating said remote manipulation 
application, said e ncryption application, and said job application in said client apparatus, and 

a CPU of said cli e nt apparatus operates the application interfac e for file access 
and driver for file access when it execut e s said middleware for th e file access and also operates 
the interfac e handl e r and devic e driv e r when it executes th e auth e ntication process in vi e w of 
th e reby making communication s betwe e n said server and said client apparatus. 

device for conducting remote access to the server via a communication channel 
constituted between the client device and the server; and 

a storage medium comprising an anti-tampering memory area for storing 
authentication information to constitute the communication channel and conduct the remote 
access, and a non-volatile memory area, the storage medium being connected to the client 
device, 

wherein 
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the storage medium comprises a common interface to be used by the client device 
to access the anti-tampering memory area and the non-volatile memory area, and 
the client device: 

accesses the anti-tampering memory area and the non-volatile memory area via 

the common interface in the storage medium; j 

j 

constitutes the communication channel betvyeen the client device and the server 
by using a program stored in the non-volatile memory area and the authentication information 
stored in the anti-tampering memory area; and 

conducts remote access to the server via the communication channel. 

2. (Currently Amended) The remote access system according to claim 1, wherein when an 
instruction is generated from said driver for file acc e s s or from said device driv e r, s aid 
instruction is controlled in th e pred e t e rmined sequence> when access to the non-volatile memory 
area and access to the anti-tampering memory area conducted via the common interface in the * 
storage medium compete with each other, the client device controls the competition. 

3. (Currently Amended) The remote access system according to claim 2, vjherein wh e n an 
in s truction i s generated from said driv e r for file access or from said d e vice driv e r, the instruction 
from said devic e driver i s e x e cuted prefer e ntially, wherein the client device controls the 
competition by conducting access to the non-volatile memory area and access to the anti- 
tampering memory area to be conducted via the common interface in the storage medium in a 
predetermined order. 

4. (Currently Amended) The remote access system according to claim 1, wherein said storag e 
medium further includ e s a t e mporary storag e ar e a, and th e data generated by the proce s s 

I 



executed by said cli e nt apparatus is stor e d to said t e mporary s torage area. 3, wherein the client 
device controls the competition by executing access to the anti-tampering memory area to be 
conducted via the common interface in the storage medium in preference to access to the non- 
volatile memory area. 

5. (Currently Amended) A The remote access system comprising 
a gateway connect e d to said s erver, 

a client apparatus for e xecuting the auth e ntication proces s for said gat e way by 
making accessing to said s e rv e r, 

a network for connecting said serv^ e r and said client apparatu s , and 
a storag e medium being conn e cted to said client apparatu s and storing a remot e 
manipulation application for r e motely manipulating said s e rv e r, an encryption application for 
encrypting communications on said network, a job application, and an authentication information 
for remote manipulation to said s e rv e r stor e d in th e anti - tamp e ring storage area, 
wherein 

s aid storage medium s tor e s a middlewar e for operating said r e mote manipulation 
application, s aid encryption application, and said job application in said client apparatus, and 

a CPU of said client apparatus op e rates the application interface for file access 
and driver for file access wh e n it e x e cutes s aid middl e war e for th e file access and also op e rates 
the interface handl e r and d e vic e driv e r wh e n it e xecute s th e auth e ntication process in vi e w of 
thereby making communications between said s e rver and said cli e nt apparatus. 



area; 



according to claim 1, wherein the storage medium to the non-volatile memory 

wherein the client device stores temporary data generated when executing a 
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program in the client device, in the storage medium. 

6. (Currently Amended) The remote access system according to claim 1 , 
wherein 

said serv^er includes a plurality of s e rv e r s and a controller connected to a plurality 
of said server s , and ' 

said cli e nt apparatus makes acc e ss to said controll e r for management of power 
supply of a plurality of said sor\^ e rs. 

the non-volatile memory area in the storage medium is configured so as to be able 
to be accessed by the client device faster than the anti-tampering memory area, 

the storage medium retains a copy of the authentication information stored in the . 
anti-tampering area, in the non-volatile memory area in the storage medium, and 

the client device utilizes the copied authentication information instead of the 
authentication information stored in the anti-tampering area. 

7. (Currently Amended) The remote access system according to claim 1 , wherein said s torage 

t 

medium holds a copy of the authentication information s tored within an anti tampering area. 
further comprising a controller connected to the server and the client device to manage a power 
su pply of the server, 

wherein the client device accesses the controller and conducts power supp ly 
management of the server to be subject to the remote access. 

8. (Currently Amended) A gateway in a remot e access system for making acce ss to said se rv e r 
from s aid client apparatus, comprising 

a serv e r, 

a client apparatus for making access to said s e rv e r, 
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a storage m e dium storing 

a remot e manipulation application program connect e d to s aid client apparatu s for 
r e mote manipulation of said s e rver, 

an encryption application program for e ncryption of th e communications on s aid 

netw o r k, a nd 

th e authentication information for r e mote manipulation for said serv e r stored in an 
anti tampering storage area, 

W 1 IvTi 1 11 

the authentication proc e ss of a user manipulating said cli e nt apparatus i s 
conducted on the basis of said auth e ntication information transmitt e d via the interfac e handler 
and the device driver which is op e rated with the middl e ware loaded to said client apparatus from 
said storage medium. 

The remote access system according to claim K wherein 

the storage medium is connected to the client device, and 

when the remote access conducted by the client device using the constituted 
communication channel is finished and the connection between the client device and the storage 
medium is canceled, the client device deletes information concerning the remote access 
conducted using the constituted communication channel from the client device. 

9. (Currently Amended) A cli e nt apparatu s conn e cted to a serv e r via a n e twork, comprising 
a read e r/writ e r conn e ct e d to a storag e m e dium storing a r e mote manipulation 
application program for remot e manipulation of said server, an encryption application program 
for encrypting communications on said network, and an authentication information for r e mot e 
manipulation for said s e rv e r stored in an anti tampering storing area, 
wh e r e in 

in ord e r to ex e cute th e fil e acc ess , th e communications with said server ar e 



-8- 

executed by op e rating th e application interface for fil e acc es s and th e driv e r for file acc ess when 
the middleware loaded from said storage medium i s e x e cuted via said reader/vvriter and 

in order to conduct the auth e ntication proc ess , th e communications with said 
server are execut e d by op e rating th e int e rfac e handl e r and th e devic e driver. 

A remote access system comprising: 
a server: 

a client device for conducting remote access to the server via a communication 
channel constituted between the client device and the server: and 

a storage medium comprising an anti-tampering memory area for storing 
authentication information to constitute the communication channel and conduct the remote 
access, and a non-volatile memory area for storing a boot program to be executed when the client 
device is driven, 

wherein 

the storage medium comprises a common interface to be used by the client device 
to access the anti-tampering memory area and the non-volatile memory area, and 
the client device: 

accesses the anti-tampering memory area and the non- volatile memory area via 
the common interface of the storage medium: 

starts a driving process by executing the boot program stored in the storage 
medium: j 

constitutes the communication channel between the client device and the server 
by using a program stored in the non-volatile memory area and the authentication information 
stored in the anti-tampering memory area after the client device is driven: and 

conducts remote access to the server via the communication channel. 
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10. (Currently Amended) A program for remote access to th e client apparatus for making 

I 

acce s s to said server via a s e rver and a n e twork, 
w^h e rein 

vyhen th e sam e program i s in s talled to said client apparatus for the file acc e s s , 
c ommunication s b etw e en said s e rv e r and said client apparatus may be r e alized by operating the 
application interfac e for file acc e ss and the driv e r for file acc e ss, and 

when th e auth e ntication process is e xecuted, communications between said s erv^ e r 
and said client apparatus may b e realiz e d by operating the interface handler and the device 
driver. 

The remote access system according to claim 9, wherein when access to the non-volatile memory 
area and access to the anti-tampering memory area conducted via the common interface in the 
storage medium compete with each other, the client device controls the competition. 

! 

1 1 . (Currently Amended) A r e mot e access syst e m comprising 

a cli e nt apparatus for making acc e ss to s aid se rv e r via a network, and 
a storage m e dium connect e d to said cli e nt apparatus for storing a remot e 
manipulation application program for remote manipulation of said s e rver, an encryption 
application program for e ncrypting communications on said network, a job application, an 
authentication information for r e mot e manipulation to s aid s erver stor e d in an anti tampering 
s toring area, a boot program e xecut e d by th e BIOS of said client apparatus when said client 
apparatus is driven, and an OS program, 
wherein 

BIOS of said client apparatus is set to d e t e ct the boot program stored in s aid 
storage medium e arlier than th e boot program in s aid cli e nt apparatus, and 

said client apparatus d e tects, aft e r th e pow e r supply i s turned ON, the boot 
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program stored in s aid storag e m e dium and th e OS program stor e d in said storage medium is 

acquired and execut e d with said boot program. 

The remote access system according to claim 10, wherein 

the storage medium stores an OS program to be used to drive the client device, 

and 

a switch is provided to set whether to drive the client device by using the OS 
program or drive the client device without using the OS program . j 

12. (Currently Amended) The remote access system according to claim 11, wh e rein 

said cli e nt apparatus includ es a display m e ans, and 

after said OS program i s driven and said remote manipulation application is 
executed, a communication auth e ntication r e qu es t for said server is di s played first on said 
di s play means. 
9, wherein 

the client device comprises a display means; and 

a screen view is displayed on the display means to request a user to input 
authentication information required when constituting the communication channel. 

i 

13. (Currently Amended) The remote access system according to claim 11, 
wherein 

said storage medium includ e s a means for selecting v/hether said OS program i s 
driv e n or not on said client apparatus, 

when it is s e l e cted that said OS program is driven on s aid client apparatus with 
said means for selection, said OS program i s e xecut e d which is stored in s aid storage medium on 
said client apparatus by transmitting th e boot program on said s torag e m e dium to s aid client 
apparatus, and 
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when it is s e l e ct e d that s aid OS program is not driven on s aid client apparatus 
with said means for s e l e ction, th e OS program i s e xecuted which is pr e viou s ly stored in said 
client apparatus on said cli e nt apparatus by transmitting a dummy data to said client apparatu s . 

when it is set in the switch to drive the client device without using the OS 
program stored in the storage medium, 

the client device acquires the setting from the storage medium, executes an OS 
program previously stored in the client device instead of the OS program stored in the storage 
medium, and conducts the driving. 

14. (Currently Amended) The remote access system according to claim 44^ 
wherein 

said storage m e dium is conn e cted to said client apparatu s via the reader/writer of 
said storage medium, 

said read e r/writ e r includ e s a mean s for selecting whether said OS program i s 
driven on said client apparatus or not, 

when it is select e d that said OS program is driven on said client apparatu s with 
said mean s for selection, the OS program stor e d on said storage medium is executed on said 
client apparatus by transmitting the boot program on s aid storage medium to said client 
apparatus, and 

wh e n it is s e lected that said OS program i s not driven on said client apparatus 
with s aid means for s e lection, th e OS program stored previously to said client apparatus is 
executed on said cli e nt apparatus by tran s mitting a dummy data to said cli e nt apparatus. 
10, wherein , 

the storage medium is connected to the client device via a reader/writer of the 
storage medium, 

the storage medium stores an OS program to be used to drive the client device. 
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and 

the reader/writer comprises a switch to set whether to drive the client device by 
using the OS program or drive the client device without using the OS program. 

15. (Currently Amended) The remote access system according to claim 4-^ 
wherein 

the boot program stor e d in s aid s torag e medium d e cide s , aft e r it is stored in said 
client apparatus, whether a storage devic e provided in said cH e nt apparatus is restricted in access 
or not, and 

wh e n acc e ss i s r e stricted, s aid acc es s restriction is cancelled u s ing the 
authenti c ation information stor e d in said s torage medium to e xecute the OS program stored in 
said storage medium. 
9, wherein 

the client device: 

stores an OS program to be used to drive the client device, in a storage device 

provided in the client device; 

executes a boot program stored in the storage medium; and 

determines whether access restriction is set in the storage device provided in the 

client device, and 

when the access restriction is set and the access restriction can be canceled using 
the authentication information stored in the storage medium, the client device is driven by 
canceling the access restriction and executing the OS program stored in the storage device. 

16. (Currently Amended) The remote access system according to claim 15, wherein said boot 
program executes th e OS program stor e d in said storag e m e dium, if canc e llation of said acce s s 
re s triction u s ing the auth e ntication information s tored in said storag e medium has failed. 



i 
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the storage medium stores an OS program to be used to drive the client device, and 

when the access restriction cannot be canceled, the client device is driven by 
executing the OS program stored in the storage medium. 

17-21. (Cancelled) 



